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Vernam Encryption Using Optical Parallel Processing
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In the information systems mutually connected through network, the security technology is
necessary to protect data from the leakage and the falsification. In this paper, an optical parallel
processing method for high speed cryptography is proposed. Pseudo-random sequence is gener-
ated by the paralle] XOR operations and the rearrangement of bit array, and Vernam cipher is
generated by the XOR operation of the generated random bits and the plaintext. Using long array
of bit data as a seed for random bit generation, the period of the pseudo-random sequence can be
very long so that the security level of the cipher becomes high. The method for the optical
implementation of the encryption and the decryption is described, and the experimental results
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using liquid crystal spatial light modulator are also demonstrated.
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Fig. 1. The diagram of Linear feedback shift register
(LFSR). For example, if the LFSR is based on the
polynomial f (x) =x,+x,+x +1, the content of both register
k and [ is feedback to generate new bit, and the new bit is
generated by calculation of s, XOR s, XOR s,.
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Fig. 2. The block diagram of Vernam cipher using ran-
dom number.
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Fig. 3. (a) The optical system for generating Vernam
cipher, (b) the interconnection between SLMs.
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Table 1.

Interconnection for parallel bit generation using primitive trinominal x'°+x3+1.

i

Connection state

9 8 7 6 5 4 3 2 1 0
a; (Initial state) 9 8 7 6 5 4 3 2 1 0
b; (Cycle of a,) 2 1 0 9 8 7 6 5 4 3
¢; (Shift of 5;) 5 4 3 x x x x x x x
State after 10 clocks 97572 874N 77370 976 8”5 "4 673 572 471 370
Ci—= Qi—n+2r [iZn—k] (12)
;=0 [i<n—E] (13)

(b)

Fig. 4. (a) The optical setup used in the experiment, (b)
homogeneous liquid crystal spatial light modulators used in
the experiment.
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Fig. 5. Seed image used in the experiment.
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(a)

(b)

(@)
Fig. 6. (a) Random pattern generated by experiment
[1-127 bits], (b) random pattern generated by experiment
[128-254 bits], (c) random pattern generated by experi-
ment [255-381 bits], (d) random pattern generated by
experiment [382-508 bits].

Fig. 7. Input data as plaintext image.
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Fig. 9. Deciphered patterns generated by experiment
without thresholding.
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