HRHRX

Received March 11, 2003; Accepted November 17, 2003

IC 1— FATFFEREEZ BRI L - S 10K

2 NI e A R ITEO S A V== =T SR 1w 2l NI

R TERFEGIER LEATEMS:  T226-8503 MR KREMET 4259
CRETERFET7 YT ¢ TAGERFG ¥ — T226-8503 MR X ERHAT 4259

K 33, 1 (2004) 37-44

D (ERE

Fingerprint Verification for Smart Card Holders Identification Based on Optical Image

Encryption
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The fingerprint verification is more effective to identify the smart card holders compared with the
conventional passcode verification. However, it is difficult to execute the operation of fingerprint
verification in the embedded processor because of its computational burden and the shortage of
the smart card performance. Then, we propose a hybrid card holder identification system, which
consists of the conventional passcode verification with the smart card processor and the optical
processing such as the optical fingerprint pattern matching and the optical recording-reproducing
of the passcode, that are all based on the optical encryption-decryption method. The proposed
method was evaluated using a computer simulation, and the result showed the feasibility of the
smart card holder identification by the proposal system.
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Fig.1 The principle of the fingerprint verification to
confirm the smart card holders. Only when the key made
from own fingerprint is used in decryption, the correct
passcode can be restored.
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Fig. 2 Procedure of enrollment.
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Fig.5 Key generation method. The key image is the
phase component of the Fourier-transformed fingerprint
image.
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Table 1 The number of the fingerprint images that is used
in simulation.
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subject
Numbeli of 0 6 8 9 7 10 10 7
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Passcode image

Fig. 7 Translation of passcode character sequence into passcode image, that is consists
of binary bits; white and black bits show 1 and 0, respectively.
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Fig. 8 Images used by computer simulation. (a) Finger-
print for enrollment, (b) Encryption key made from (a),
(c) Original passcode image, (d) Hologram on which the
encrypted image is recorded.
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Fig. 9 Result images. It is confirmed that the correct passcode image is reconstructed using
own fingerprint, and nothing appears using other’s fingerprint. (a) Own fingerprint for
verification, (b) Decryption key made from (a), (c) Decrypted image by (b), (d) Other’s
fingerprint for verification, (e) Decryption key made from (d), (f) Decrypted image by (e).
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Table 2 Bit error rate of all experimental testees.

Experimental subject P1 P2 P3 P4 P5 P6 P7 P8 Average
BER (%) (own) 0.00 4.38 0.223  0.00 0.00 0.00 0.694  0.00 0.503
BER (%) (other’s) 25.0 25.3 25.3 25.8 25.8 25.6 25.2 25.0 25.4
Table 3 False rejection rate (FRR) and false acceptance rate (FAR).

Experimental subject P1 P2 P3 P4 P5 P6 P7 P8 Average
FRR (%) 0.00 60.0 14.3 0.00 0.00 0.00 33.3 0.00 11.9
FAR (%) 0.00 0.00 0.00 . 0.00 0.00 0.00 0.00 0.00
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