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Quantum Noise Randomized Stream Cipher

Osamu HIROTA, Masaki SOHMA and Satoki KAWANISHI

It is well known that there is the Shannon limit for information theoretic security of the conventional
symmetric key cipher. However, it is pointed out that the Shannon limit is not an absolute limitation.
Hence it should be denoted that the conventional ciphers belong to the Shannon theoretical frame.
Yuen protocol so called Y-00 is an example of the ciphers which get out of the Shannon frame. Y-00 con-
sists of Gauss private randomization and quantum measurement theory. We explain that Y-00 cannot be
described by Shannon theory showing an explicit example, and introduce the realization methods of

the ultimate security based on Y-00 protocol.

Key words: random cipher, Y-00, quantum stream cipher, quantum optimum receiver
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