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Randomness in Optical Process and Artifact-Metrics

Tsutomu MATSUMOTO

“Artifact-metrics,” which utilizes physical features unique to individual artifact objects, is a security
technology that aims to achieve cloning resistance (difficulty of copying) by utilizing the fact that a
physical feature can be measured more precisely than it can be formed. This article reviews examples
of optical artifact-metrics in the form of media such as paper. In view of the recent advances in micro-
fabrication technologies, it is valid to seriously consider artifact-metrics at the nanometer scale as an
important issue. This article also reviews recent research achievements regarding the “nano-artifact-

. ”
metrics.
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