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Fast Physical Random Number Generation and Secure Key Distribution with
Random Phenomenon in Semiconductor Lasers

Atsushi UcHIDA™!, Kazuyuki YOSHIMURA *?, Jun MURAMATSU *?, Peter DAvIS** **, Takahisa HARAYAMA ™

and Satoshi SUNADA™®

We overview recent progress on use of semiconductor lasers for fast physical random-number generation
and secure key distribution. We describe techniques for improvement of generation speed of random
number generators using chaotic semiconductor lasers, and their miniaturization. We also report on
secure key distribution based on information-theoretic security with synchronized semiconductor lasers.
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